CONFIDENTIALITY AND PRIVACY POLICY

Effective:  
April 14, 2003

SUBJECT:

Confidentiality and Privacy of Health Information of Student-Athletes

SCOPE:

All employees of UCF Athletics and any agents thereof

PURPOSE:
Establish responsibility of Employees to Protect the Confidentiality of


 


Health Information and Other Confidential Information to Which





Employees Have or May Have Access

POLICY:

The University of Central Florida, including its Athletics Department, is committed to safeguarding the confidentiality of protected health information and other confidential information which is or may be contained in the records of the University and to ensuring that protected health information and other confidential information is used and/or disclosed only in accordance with the University’s policies and procedures and applicable state and federal law.

All University employees must hold confidential information used or obtained in the course of their duties in confidence.  All protected health information and other individually identifiable health information must be treated as confidential in accordance with professional ethics, accreditation standards, and legal requirements.  All employees with access to confidential information, including patient / student-athlete medical records information, employment information, and/or information systems must read and sign the Confidentiality and Security Agreement, which will be kept on file and updated periodically.
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PRIVACY REQUIREMENTS:

Everyone with access to health information and other confidential information is responsible for safeguarding its confidentiality.  Health information and other confidential information may be in paper, electronic, verbal, video, oral, or any other form, and must be protected regardless of form. 

Access to health information in any format must be limited to those persons who have a valid business or medical need for the information, or otherwise have a right to know the information.  Individuals who access clinical records from other organizations are expected to follow that organization’s requirements.

Any knowledge of a violation of this confidentiality policy must be reported to an immediate supervisor.  The supervisor will present the information to the Program Coordinator or Privacy Officer, as appropriate, for review and investigation.

Designated Record Set.  A group of records, including medical and billing records, regardless of medium, that contains protected health information, maintained by the University of Central Florida and used to help make decisions about patients.
POLICY ELEMENTS:

· Discuss patient / student-athlete information with authorized personnel only and only in a private location where unauthorized persons cannot overhear.

· Keep medical records and other confidential information secure and unavailable to persons not authorized to review or obtain those records or information.

· Follow specified procedures for use of electronic information systems, including use of individual passwords, logging off when finished, proper data entry techniques, and protection of displayed or printed information from unauthorized users.

· Omit the patient / student-athlete’s name and other unique identifiers when using case reports or hypotheticals for educational or training purposes.

· Verify with the patient / student-athlete what information may be given to the patient/student-athlete’s family and friends with the patient/student-athlete’s knowledge and permission.

· Screen requests for access to all patient / student-athlete and other confidential information so that the minimum necessary amount of information is made available and made available only to those persons who are legitimately involved in patient care, billing or administrative operations.

· Release patient / student-athlete medical records and other confidential information to external sources only upon receipt of written authorization from the patient/student-athlete.

· Use appropriate information security procedures for users of electronic information systems.
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DE-IDENTIFICATION OF HEALTH INFORMATION:

Health information is considered de-identified, and therefore not subject to the rules for protected health information only if all the following information has been removed:

· Names, including patient, family, employer, and attending physician

· Geographic subdivisions smaller than a state, including street address, city, county, precinct, zip-code

· Elements of date (except year) for dates directly related to an individual, including birth-date, admission date, discharge date, date of death 

· All ages over 89 and all elements of date (including year) indicative of such age, except that such ages and elements may be aggregated into a single category of age 90 or older

· Telephone numbers

· Fax numbers

· Electronic mail addresses

· Social security numbers

· Medical record numbers

· Health plan beneficiary numbers

· Account numbers

· Certificate or license numbers

· Vehicle identifiers and serial numbers, including license plate numbers

· Device identifiers and serial numbers

· Web universal resource locators (URLs)

· Internet Protocol (IP) address numbers

· Biometric identifiers, including finger and voice print

· Full face photographic images and any comparable images

· Any other unique identifying number, characteristic, or code

Information, which has been identified for all of the factors listed above, may be handled outside the constraints of this policy.  However, even de-identified health information should be handled with care and with an awareness of the need to protect the identity of the person to whom the information refers.

By signing, I pledge that I have read, understand, and will comply with the University of Central Florida Athletics Department Confidentiality and Privacy Policy.


Employee Signature






Date


Employee Print Name






Position

